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 The District is committed to maintaining the privacy and security of student data and teacher and 
principal data and will follow all applicable laws and regulations for the handling and storage of this 
data in the District and when disclosing or releasing it to others, including, but not limited to, third-party 
contractors. The District adopts this policy to implement the requirements of Education Law Section 
2-d and its implementing regulations, as well as to align the District's data privacy and security practices 
with the National Institute for Standards and Technology Framework for Improving Critical 
Infrastructure Cybersecurity (Version 1.1). 
 
Definitions  
 
 As provided in Education Law Section 2-d and/or its implementing regulations, the following 
terms, as used in this policy, will mean: 
 

a) "Breach" means the unauthorized acquisition, access, use, or disclosure of student data 
and/or teacher or principal data by or to a person not authorized to acquire, access, use, or 
receive the student data and/or teacher or principal data. 

 
b) "Building principal" means a building principal subject to annual performance evaluation 

review under the provisions of Education Law Section 3012-c. 
 
c) "Classroom teacher" means a teacher subject to annual performance evaluation review under 

the provisions of Education Law Section 3012-c. 
 
d) "Commercial or marketing purpose" means the sale of student data; or its use or disclosure 

for purposes of receiving remuneration, whether directly or indirectly; the use of student data 
for advertising purposes, or to develop, improve, or market products or services to students. 

 
e) "Contract or other written agreement" means a binding agreement between an educational 

agency and a third-party, which includes, but is not limited to, an agreement created in 
electronic form and signed with an electronic or digital signature or a click-wrap agreement 
that is used with software licenses, downloaded, and/or online applications and transactions 
for educational technologies and other technologies in which a user must agree to terms and 
conditions prior to using the product or service. 

 
f) "Disclose" or "disclosure" means to permit access to, or the release, transfer, or other 

communication of personally identifiable information by any means, including oral, written, 
or electronic, whether intended or unintended. 

 
g) "Education records" means an education record as defined in the Family Educational Rights 

and Privacy Act and its implementing regulations, 20 USC Section 1232g and 34 CFR Part 
99, respectively. 
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h) "Educational agency" means a school district, board of cooperative educational services 

(BOCES), school, or the New York State Education Department (NYSED). 
 
i) "Eligible student" means a student who is eighteen years or older.  
 
j) "Encryption" means methods of rendering personally identifiable information unusable, 

unreadable, or indecipherable to unauthorized persons through the use of a technology or 
methodology specified or permitted by the Secretary of the United States Department of 
Health and Human Services in guidance issued under 42 USC Section 17932(h)(2). 

 
k) "FERPA" means the Family Educational Rights and Privacy Act and its implementing 

regulations, 20 USC Section 1232g and 34 CFR Part 99, respectively. 
 
l) "NIST Cybersecurity Framework" means the U.S. Department of Commerce National 

Institute for Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity (Version 1.1). A copy of the NIST Cybersecurity Framework is available at 
the Office of Counsel, State Education Department, State Education Building, Room 148, 89 
Washington Avenue, Albany, New York 12234. 

 
m) "Parent" means a parent, legal guardian, or person in parental relation to a student. 
 
n) "Personally identifiable information (PII)," as applied to student data, means personally 

identifiable information as defined in 34 CFR Section 99.3 implementing the Family 
Educational Rights and Privacy Act, 20 USC Section 1232g, and, as applied to teacher or 
principal data, means personally identifying information as this term is defined in Education 
Law Section 3012-c(10). 

 
o) "Release" has the same meaning as disclosure or disclose. 
 
p) "Student" means any person attending or seeking to enroll in an educational agency. 
 
q) "Student data" means personally identifiable information from the student records of an 

educational agency. 
 
r) "Teacher or principal data" means personally identifiable information from the records of an 

educational agency relating to the annual professional performance reviews of classroom 
teachers or principals that is confidential and not subject to release under the provisions of 
Education Law Sections 3012-c and 3012-d. 

 
s) "Third-party contractor" means any person or entity, other than an educational agency, that 

receives student data or teacher or principal data from an educational agency pursuant to a 
contract or other written agreement for purposes of providing services to the educational 
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agency, including but not limited to data management or storage services, conducting studies 
for or on behalf of the educational agency, or audit or evaluation of publicly funded 
programs. This term will include an educational partnership organization that receives 
student and/or teacher or principal data from a school district to carry out its responsibilities 
pursuant to Education Law Section 211-e and is not an educational agency, and a not-for-
profit corporation or other nonprofit organization, other than an educational agency. 

 
t) "Unauthorized disclosure" or "unauthorized release" means any disclosure or release not 

permitted by federal or state statute or regulation, any lawful contract or written agreement, 
or that does not respond to a lawful order of a court or tribunal or other lawful order. 

 
Data Collection Transparency and Restrictions 
 
 As part of its commitment to maintaining the privacy and security of student data and teacher and 
principal data, the District will take steps to minimize its collection, processing, and transmission of PII. 
Additionally, the District will: 
 
 a) Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its 

use or disclosure by any other party for any marketing or commercial purpose or permit 
another party to do so. 

 
 b) Ensure that it has provisions in its contracts with third-party contractors or in separate data 

sharing and confidentiality agreements that require the confidentiality of shared student data 
or teacher or principal data be maintained in accordance with law, regulation, and District 
policy.  

 
 Except as required by law or in the case of educational enrollment data, the District will not report 
to NYSED the following student data elements:  
 
 a) Juvenile delinquency records;  
 
 b) Criminal records;  
 
 c) Medical and health records; and  
 
 d) Student biometric information.  
 
 Nothing in Education Law Section 2-d or this policy should be construed as limiting the 
administrative use of student data or teacher or principal data by a person acting exclusively in the 
person's capacity as an employee of the District. 
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Chief Privacy Officer 
 
 The Commissioner of Education has appointed a Chief Privacy Officer who will report to the 
Commissioner on matters affecting privacy and the security of student data and teacher and principal 
data. Among other functions, the Chief Privacy Officer is authorized to provide assistance to educational 
agencies within the state on minimum standards and best practices associated with privacy and the 
security of student data and teacher and principal data. 
 
 The District will comply with its obligation to report breaches or unauthorized releases of student 
data or teacher or principal data to the Chief Privacy Officer in accordance with Education Law Section 
2-d, its implementing regulations, and this policy. 
 
 The Chief Privacy Officer has the power, among others, to: 
 
 a) Access all records, reports, audits, reviews, documents, papers, recommendations, and other 

materials maintained by the District that relate to student data or teacher or principal data, 
which includes, but is not limited to, records related to any technology product or service 
that will be utilized to store and/or process PII; and 

 
 b) Based upon a review of these records, require the District to act to ensure that PII is protected 

in accordance with laws and regulations, including but not limited to requiring the District 
to perform a privacy impact and security risk assessment. 

 
Data Protection Officer  
 
 The District has designated the Director of Technology and Data to serve as the District's Data 
Protection Officer.  
 
 The Data Protection Officer is responsible for the implementation and oversight of this policy and 
any related procedures including those required by Education Law Section 2-d and its implementing 
regulations, as well as serving as the main point of contact for data privacy and security for the District. 
 
 The District will ensure that the Data Protection Officer has the appropriate knowledge, training, 
and experience to administer these functions. The Data Protection Officer may perform these functions 
in addition to other job responsibilities. Additionally, some aspects of this role may be outsourced to a 
provider such as a BOCES, to the extent available. 
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District Data Privacy and Security Standards 
 
 The District will use the National Institute for Standards and Technology Framework for 
Improving Critical Infrastructure Cybersecurity (Version 1.1) (Framework) as the standard for its data 
privacy and security program. The Framework is a risk-based approach to managing cybersecurity risk 
and is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the 
Framework Profiles. The Framework provides a common taxonomy and mechanism for organizations 
to:  
 

a) Describe their current cybersecurity posture;  
 
b) Describe their target state for cybersecurity;  
 
c) Identify and prioritize opportunities for improvement within the context of a continuous and 

repeatable process;  
 
d) Assess progress toward the target state; and 
 
e) Communicate among internal and external stakeholders about cybersecurity risk. 

 
 The District will protect the privacy of PII by: 
 
 a) Ensuring that every use and disclosure of PII by the District benefits students and the District 

by considering, among other criteria, whether the use and/or disclosure will: 
 
  1. Improve academic achievement; 
 
  2. Empower parents and students with information; and/or 
 
  3. Advance efficient and effective school operations.  
 
 b) Not including PII in public reports or other public documents. 
 
 The District affords all protections under FERPA and the Individuals with Disabilities Education 
Act and their implementing regulations to parents or eligible students, where applicable.  
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Third-Party Contractors   
 
District Responsibilities 
 
 The District will ensure that whenever it enters into a contract or other written agreement with a 
third-party contractor under which the third-party contractor will receive student data or teacher or 
principal data from the District, the contract or written agreement will include provisions requiring that 
confidentiality of shared student data or teacher or principal data be maintained in accordance with law, 
regulation, and District policy. 
 
 In addition, the District will ensure that the contract or written agreement includes the third-party 
contractor's data privacy and security plan that has been accepted by the District.  
 
 The third-party contractor's data privacy and security plan must, at a minimum: 
 
 a) Outline how the third-party contractor will implement all state, federal, and local data privacy 

and security contract requirements over the life of the contract, consistent with District 
policy;  

 
 b) Specify the administrative, operational, and technical safeguards and practices the third-party 

contractor has in place to protect PII that it will receive under the contract; 
 
 c) Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR 

Section 121.3(c); 
 
 d) Specify how officers or employees of the third-party contractor and its assignees who have 

access to student data or teacher or principal data receive or will receive training on the laws 
governing confidentiality of this data prior to receiving access; 

 
 e) Specify if the third-party contractor will utilize subcontractors and how it will manage those 

relationships and contracts to ensure PII is protected; 
 
 f) Specify how the third-party contractor will manage data privacy and security incidents that 

implicate PII including specifying any plans to identify breaches and unauthorized 
disclosures, and to promptly notify the District; 

 
 g) Describe whether, how, and when data will be returned to the District, transitioned to a 

successor contractor, at the District's option and direction, deleted or destroyed by the third-
party contractor when the contract is terminated or expires; and 

 
 h) Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security. 
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Third-Party Contractor Responsibilities  
 
 Each third-party contractor, that enters into a contract or other written agreement with the District 
under which the third-party contractor will receive student data or teacher or principal data from the 
District, is required to: 
 
 a) Adopt technologies, safeguards, and practices that align with the NIST Cybersecurity 

Framework; 
 
 b) Comply with District policy and Education Law Section 2-d and its implementing 

regulations; 
 
 c) Limit internal access to PII to only those employees or subcontractors that have legitimate 

educational interests (i.e., they need access to provide the contracted services);  
 
 d) Not use the PII for any purpose not explicitly authorized in its contract;  
 
 e) Not disclose any PII to any other party without the prior written consent of the parent or 

eligible student:  
 

1. Except for authorized representatives of the third-party contractor such as a 
subcontractor or assignee to the extent they are carrying out the contract and in 
compliance with law, regulation, and its contract with the District; or 

 
2. Unless required by law or court order and the third-party contractor provides a notice 

of the disclosure to NYSED, the Board, or the institution that provided the information 
no later than the time the information is disclosed, unless providing notice of the 
disclosure is expressly prohibited by law or court order;  

 
f) Maintain reasonable administrative, technical, and physical safeguards to protect the 

security, confidentiality, and integrity of PII in its custody;  
 

g) Use encryption to protect PII in its custody while in motion or at rest; and  
 
 h) Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its 

use or disclosure by any other party for any marketing or commercial purpose or permit 
another party to do so. 

 
 Where a third-party contractor engages a subcontractor to perform its contractual obligations, the 

data protection obligations imposed on the third-party contractor by law and contract apply to the 
subcontractor. 
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Cooperative Educational Services through a BOCES 
 

The District may not be required to enter into a separate contract or data sharing and confidentiality 
agreement with a third-party contractor that will receive student data or teacher or principal data from 
the District under all circumstances. 

 
For example, the District may not need its own contract or agreement where: 
 
a) It has entered into a cooperative educational service agreement (CoSer) with a BOCES that 

includes use of a third-party contractor's product or service; and  
 
b) That BOCES has entered into a contract or data sharing and confidentiality agreement with 

the third-party contractor, pursuant to Education Law Section 2-d and its implementing 
regulations, that is applicable to the District's use of the product or service under that CoSer. 

 
To meet its obligations whenever student data or teacher or principal data from the District is 

received by a third-party contractor pursuant to a CoSer, the District will consult with the BOCES to, 
among other things: 

 
a) Ensure there is a contract or data sharing and confidentiality agreement pursuant to Education 

Law Section 2-d and its implementing regulations in place that would specifically govern 
the District's use of a third-party contractor's product or service under a particular CoSer;  

 
b) Determine procedures for including supplemental information about any applicable contracts 

or data sharing and confidentiality agreements that a BOCES has entered into with a third-
party contractor in its Parents' Bill of Rights for Data Privacy and Security; 

 
c) Ensure appropriate notification is provided to affected parents, eligible students, teachers, 

and/or principals about any breach or unauthorized release of PII that a third-party contractor 
has received from the District pursuant to a BOCES contract; and 

 
d) Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the 

District receives information directly from a third-party contractor about a breach or 
unauthorized release of PII that the third-party contractor received from the District pursuant 
to a BOCES contract.  

 
Click-Wrap Agreements 
 
 Periodically, District staff may wish to use software, applications, or other technologies in which 
the user must "click" a button or box to agree to certain online terms of service prior to using the 
software, application, or other technology. These are known as "click-wrap agreements" and are 
considered legally binding "contracts or other written agreements" under Education Law Section 2-d 
and its implementing regulations.  
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 District staff are prohibited from using software, applications, or other technologies pursuant to a 
click-wrap agreement in which the third-party contractor receives student data or teacher or principal 
data from the District unless they have received prior approval from the District's Data Privacy Officer 
or designee.  
 
 The District will develop and implement procedures requiring prior review and approval for staff 
use of any software, applications, or other technologies pursuant to click-wrap agreements.  
 
Parents' Bill of Rights for Data Privacy and Security  
 
 The District will publish its Parents' Bill of Rights for Data Privacy and Security (Bill of Rights) 
on its website. Additionally, the District will include the Bill of Rights with every contract or other 
written agreement it enters into with a third-party contractor under which the third-party contractor will 
receive student data or teacher or principal data from the District. 
 
 The District's Bill of Rights will state in clear and plain English terms that: 
 
 a) A student's PII cannot be sold or released for any commercial purposes; 
 
 b) Parents have the right to inspect and review the complete contents of their child's education 

record; 
 
 c) State and federal laws protect the confidentiality of PII, and safeguards associated with 

industry standards and best practices, including but not limited to encryption, firewalls, and 
password protection, must be in place when data is stored or transferred; 

 
 d) A complete list of all student data elements collected by the state is available for public 

review at the following website http://www.nysed.gov/student-data-privacy/student-data-
inventory or by writing to the Office of Information and Reporting Services, New York State 
Education Department, Room 865 EBA, 89 Washington Avenue, Albany, New York 12234; 
and 

 
 e) Parents have the right to have complaints about possible breaches of student data addressed. 

Complaints should be directed in writing to Privacy Complaint, Chief Privacy Officer, New 
York State Education Department, 89 Washington Avenue, Albany, New York 12234. 
Complaints may also be submitted using the form available at the following website 
http://www.nysed.gov/student-data-privacy/form/report-improper-disclosure. 

 
 The Bill of Rights will also include supplemental information for each contract the District enters 
into with a third-party contractor where the third-party contractor receives student data or teacher or 
principal data from the District. The supplemental information must be developed by the District and 
include the following information: 
 

Continued 



LEWISTON-PORTER CENTRAL SCHOOL DISTRICT 

 

2020 5676 
10 of 14 

 
Non-Instructional/Business 
Operations 

SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 
PRINCIPAL DATA   

 
 a) The exclusive purposes for which the student data or teacher or principal data will be used 

by the third-party contractor, as defined in the contract;  
 
 b) How the third-party contractor will ensure that the subcontractors, or other authorized 

persons or entities to whom the third-party contractor will disclose  the student data or teacher 
or principal data, if any, will abide by all applicable data protection and security 
requirements, including but not limited to those outlined in applicable laws and regulations 
(e.g., FERPA; Education Law Section 2-d);  

 
 c) The duration of the contract, including the contract's expiration date, and a description of 

what will happen to the student data or teacher or principal data upon expiration of the 
contract or other written agreement (e.g., whether, when, and in what format it will be 
returned to the District, and/or whether, when, and how the data will be destroyed);  

 
 d) If and how a parent, student, eligible student, teacher, or principal may challenge the 

accuracy of the student data or teacher or principal data that is collected; 
 
 e) Where the student data or teacher or principal data will be stored, described in a manner as 

to protect data security, and the security protections taken to ensure the data will be protected 
and data privacy and security risks mitigated; and 

 
 f) Address how the data will be protected using encryption while in motion and at rest.  
 
 The District will publish on its website the supplement to the Bill of Rights (i.e., the supplemental 
information described above) for any contract or other written agreement it has entered into with a third-
party contractor that will receive PII from the District. The Bill of Rights and supplemental information 
may be redacted to the extent necessary to safeguard the privacy and/or security of the District's data 
and/or technology infrastructure. 
 
Right of Parents and Eligible Students to Inspect and Review Students' Education Records  
 
 Consistent with the obligations of the District under FERPA, parents and eligible students have 
the right to inspect and review a student's education record by making a request directly to the District 
in a manner prescribed by the District. 
 
 The District will ensure that only authorized individuals are able to inspect and review student 
data. To that end, the District will take steps to verify the identity of parents or eligible students who 
submit requests to inspect and review an education record and verify the individual's authority to do so. 
 
 Requests by a parent or eligible student for access to a student's education records must be directed 
to the District and not to a third-party contractor. The District may require that requests to inspect and 
review education records be made in writing. 
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 The District will notify parents annually of their right to request to inspect and review their child's 
education record including any student data stored or maintained by the District through its annual 
FERPA notice. A notice separate from the District's annual FERPA notice is not required.  
 
 The District will comply with a request for access to records within a reasonable period, but not 
more than 45 calendar days after receipt of a request. 
 
 The District may provide the records to a parent or eligible student electronically, if the parent 
consents. The District must transmit the PII in a way that complies with laws and regulations. Safeguards 
associated with industry standards and best practices, including but not limited to encryption and 
password protection, must be in place when education records requested by a parent or eligible student 
are electronically transmitted. 
 
Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or Principal Data  
 The District will inform parents, through its Parents' Bill of Rights for Data Privacy and Security, 
that they have the right to submit complaints about possible breaches of student data to the Chief Privacy 
Officer at NYSED. In addition, the District has established the following procedures for parents, eligible 
students, teachers, principals, and other District staff to file complaints with the District about breaches 
or unauthorized releases of student data and/or teacher or principal data: 
 

a) All complaints must be submitted to the Director of Technology and Data in writing.  
 
b) Upon receipt of a complaint, the District will promptly acknowledge receipt of the complaint, 

commence an investigation, and take the necessary precautions to protect PII. 
 
c) Following the investigation of a submitted complaint, the District will provide the individual 

who filed the complaint with its findings. This will be completed within a reasonable period 
of time, but no more than 60 calendar days from the receipt of the complaint by the District. 

 
d) If the District requires additional time, or where the response may compromise security or 

impede a law enforcement investigation, the District will provide the individual who filed 
the complaint with a written explanation that includes the approximate date when the District 
anticipates that it will respond to the complaint. 

 
 These procedures will be disseminated to parents, eligible students, teachers, principals, and other 
District staff.  
 
 The District will maintain a record of all complaints of breaches or unauthorized releases of student 
data and their disposition in accordance with applicable data retention policies, including the Records 
Retention and Disposition Schedule ED-1 (1988; rev. 2004). 
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Reporting a Breach or Unauthorized Release 
 The District will report every discovery or report of a breach or unauthorized release of student 
data or teacher or principal data within the District to the Chief Privacy Officer without unreasonable 
delay, but no more than ten calendar days after the discovery. 
 
 Each third-party contractor that receives student data or teacher or principal data pursuant to a 
contract or other written agreement entered into with the District will be required to promptly notify the 
District of any breach of security resulting in an unauthorized release of the data by the third-party 
contractor or its assignees in violation of applicable laws and regulations, the Parents' Bill of Rights for 
Student Data Privacy and Security, District policy, and/or binding contractual obligations relating to 
data privacy and security, in the most expedient way possible and without unreasonable delay, but no 
more than seven calendar days after the discovery of the breach. 
 
 In the event of notification from a third-party contractor, the District will in turn notify the Chief 
Privacy Officer of the breach or unauthorized release of student data or teacher or principal data no more 
than ten calendar days after it receives the third-party contractor's notification using a form or format 
prescribed by NYSED.  
 
Investigation of Reports of Breach or Unauthorized Release by the Chief Privacy Officer 
 The Chief Privacy Officer is required to investigate reports of breaches or unauthorized releases 
of student data or teacher or principal data by third-party contractors. As part of an investigation, the 
Chief Privacy Officer may require that the parties submit documentation, provide testimony, and may 
visit, examine, and/or inspect the third-party contractor's facilities and records. 
 
 Upon the belief that a breach or unauthorized release constitutes criminal conduct, the Chief 
Privacy Officer is required to report the breach and unauthorized release to law enforcement in the most 
expedient way possible and without unreasonable delay. 
 
 Third-party contractors are required to cooperate with the District and law enforcement to protect 
the integrity of investigations into the breach or unauthorized release of PII. 
 
 Upon conclusion of an investigation, if the Chief Privacy Officer determines that a third-party 
contractor has through its actions or omissions caused student data or teacher or principal data to be 
breached or released to any person or entity not authorized by law to receive this data in violation of 
applicable laws and regulations, District policy, and/or any binding contractual obligations, the Chief 
Privacy Officer is required to notify the third-party contractor of the finding and give the third-party 
contractor no more than 30 days to submit a written response. 
 
 If after reviewing the third-party contractor's written response, the Chief Privacy Officer 
determines the incident to be a violation of Education Law Section 2-d, the Chief Privacy Officer will 
be authorized to:  
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  a) Order the third-party contractor be precluded from accessing PII from the affected 

educational agency for a fixed period of up to five years;  
 
 b) Order that a third-party contractor or assignee who knowingly or recklessly allowed for the 

breach or unauthorized release of student data or teacher or principal data be precluded from 
accessing student data or teacher or principal data from any educational agency in the state 
for a fixed period of up to five years;  

 
 c) Order that a third-party contractor who knowingly or recklessly allowed for the breach or 

unauthorized release of student data or teacher or principal data will not be deemed a 
responsible bidder or offeror on any contract with an educational agency that involves the 
sharing of student data or teacher or principal data, as applicable for purposes of General 
Municipal Law Section 103 or State Finance Law Section 163(10)(c), as applicable, for a 
fixed period of up to five years; and/or 

 
 d) Require the third-party contractor to provide additional training governing confidentiality of 

student data and/or teacher or principal data to all its officers and employees with reasonable 
access to this data and certify that the training has been performed at the contractor's expense. 
This additional training is required to be performed immediately and include a review of 
laws, rules, and regulations, including Education Law Section 2-d and its implementing 
regulations. 

 
 If the Chief Privacy Officer determines that the breach or unauthorized release of student data or 
teacher or principal data on the part of the third-party contractor or assignee was inadvertent and done 
without intent, knowledge, recklessness, or gross negligence, the Chief Privacy Officer may make a 
recommendation to the Commissioner that no penalty be issued to the third-party contractor. 
 
 The Commissioner would then make a final determination as to whether the breach or 
unauthorized release was inadvertent and done without intent, knowledge, recklessness or gross 
negligence and whether or not a penalty should be issued. 
 
Notification of a Breach or Unauthorized Release  
 The District will notify affected parents, eligible students, teachers, and/or principals in the most 
expedient way possible and without unreasonable delay, but no more than 60 calendar days after the 
discovery of a breach or unauthorized release of PII by the District or the receipt of a notification of a 
breach or unauthorized release of PII from a third-party contractor unless that notification would 
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interfere with an ongoing investigation by law enforcement or cause further disclosure of PII by 
disclosing an unfixed security vulnerability. Where notification is delayed under these circumstances, 
the District will notify parents, eligible students, teachers, and/or principals within seven calendar days 
after the security vulnerability has been remedied or the risk of interference with the law enforcement 
investigation ends. 
 
 Notifications will be clear, concise, use language that is plain and easy to understand, and to the 
extent available, include: 
 
 a) A brief description of the breach or unauthorized release, the dates of the incident and the 

date of discovery, if known;  
 
 b) A description of the types of PII affected; 
 
 c) An estimate of the number of records affected; 
 
 d) A brief description of the District's investigation or plan to investigate; and 
 
 e) Contact information for representatives who can assist parents or eligible students that have 

additional questions. 
 
 Notification will be directly provided to the affected parent, eligible student, teacher, or principal 
by first-class mail to their last known address, by email, or by telephone. 
 
 Where a breach or unauthorized release is attributed to a third-party contractor, the third-party 
contractor is required to pay for or promptly reimburse the District for the full cost of this notification. 
 
Annual Data Privacy and Security Training  
 The District will annually provide data privacy and security awareness training to its officers and 
staff with access to PII. This training will include, but not be limited to, training on the applicable laws 
and regulations that protect PII and how staff can comply with these laws and regulations. The District 
may deliver this training using online training tools. Additionally, this training may be included as part 
of the training that the District already offers to its workforce. 
 
Notification of Policy 
 The District will publish this policy on its website and provide notice of the policy to all its officers 
and staff. 

Education Law § 2-d 

8 NYCRR Part 121 

NOTE: Refer also to Policies #5672 - Information Security Breach and Notification  

#7240 - Student Records: Access and Challenge  
 

 
Adoption Date:  06/16/2020 
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SUBJECT: PURPOSES AND SELECTION OF INSTRUCTIONAL MATERIALS 
 
 The purpose of instructional materials shall be to implement, enrich, and support the 
educational program of the school. 
 
 Instructional materials should contribute to the development of positive character and 
intellectual development of the students. 
 
 The Board shall provide the faculty and students in the District with such instructional 
materials as are educationally needed and financially feasible to make the instructional program 
meaningful to students of all levels of ability. In addition, the Board will ensure that all 
instructional materials will be made available in a usable alternative format for each student with 
a disability at the same time as such instructional materials are available to non-disabled students. 
The alternative format must meet the National Instructional Materials Accessibility Standard 
(NIMAS) defined in federal law. 
 
 The Board delegates the primary responsibility for the selection of instructional materials to 
the Superintendent and the professional staff. 
 
 Any criticism of instructional materials that are in the schools must be submitted in writing 
to the Building Principal.  
 
 
 
 
 
 
 
    Education Law Sections 701, 703 and 704 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adoption Date: 12/19/201706/16/2020 
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SUBJECT: SELECTION OF LIBRARY AND AUDIO-VISUAL MATERIALS  

 
A school library/library media center shall be established and maintained in each school 

district. The library in each elementary and secondary school shall meet the needs of the pupils, 
and shall provide an adequate complement to the instructional program in the various areas of 
the curriculum. Each school district shall also employ a certified school Library Media 
Specialist, unless equivalent service is provided by an alternative arrangement approved by the 
Commissioner. 

 
The Board agrees that the responsibility of the school library is: 
 
a) To provide materials that will enrich and support the curriculum, taking into 

consideration the varied interests, abilities and maturity levels of the students served. 
b) To provide materials that will stimulate growth in factual knowledge, literary 

appreciation, aesthetic values and ethical standards. 
c) To provide a background of information that will enable students to make intelligent 

judgments in their daily lives. 
d) To provide materials on opposing sides of controversial issues so that young citizens 

may develop, under guidance, the practice of critical reading and thinking. 
e) To provide materials representative of the many religious, ethnic, and cultural groups 

and their contribution to our American heritage. 
f) To place principle above personal opinion and reason above prejudice in the selection 

of materials of the highest quality in order to assure a comprehensive collection 
appropriate for the users of the library. 

 
In interpreting these principles, the following will apply: 
a) Broad and varied collections will be developed systematically by the Library Media 

Specialist, based on recommendations of the professional staff and suggestions of 
students and parents. Final approval will be made by the Building Principal. 

b) Qualitative standards of selection involving factual accuracy, authoritativeness, 
artistic quality and appeal will be applied by Library Media Specialists before 
purchases are made. 

c) Materials will not be excluded because of the race, nationality, political opinions or 
religious views of the author. 

d) Materials will be continuously re-evaluated in relation to changing curriculum and 
instructional needs. Worn out, outdated materials will be discarded. 
 

 

Education Law Section 207 - 8 New York Code of Rules and Regulations (NYCRR) Sections 21.4, 91.1, 91.2 
 

Adoption Date: 12/19/201706/16/2020 
   1990 
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SUBJECT: CONTROVERSIAL ISSUES  
 

Controversial issues may be studied as part of the curriculum and teachers shall present these 
issues in their classrooms in an impartial and objective manner.   
 

Teachers wishing to call upon outside speakers in the presentation of controversial issues are 
required to obtain the approval of the principal who shall keep in mind the obligation for presenting 
opposing views as well, and who shall inform the Superintendent prior to the presentation.   
 
 It is recognized that parents and citizens of the community have a right to protest to the school 
administration when convinced that unfair and prejudiced presentations are being made by the 
teacher.  In considering such protests, the Superintendent shall provide for a hearing so that both 
parties may fairly express their views.  If requested, the Superintendent's decision may be appealed 
to the Board. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adoption Date: 12/19/201706/16/2020 
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SUBJECT: INSTRUCTIONAL MATERIALS  
 
Textbooks 
 
 The term "textbook" refers to a book supplied to a student for a fixed period of time for his 
or her personal use and basic to the study of a subject. The Board will make provision for funds to 
be budgeted for the purchase of textbooks and related instructional materials.  
 
 Upon the recommendation of the Superintendent, the Board will designate approve the 
textbooks to be used. Textbooks, once designated approved, cannot be superseded within a period 
of five years except by a 3/4 vote of the Board. 
 
 The District will be responsible to ensure that each student who requires instructional 
materials in an alternate format will receive it in a timely manner and in a format that meets 
NIMAS standards.  
 
 Students will be required to pay for lost books or for excessive damage to books. 
 
Textbooks for Resident Students Attending Private Schools 
 
 Resident students attending private schools will be supplied non-sectarian textbooks in 
accordance with the requirements of Education Law. The District may ask for evidence that the 
selected textbook is used in one or more public school districts in the state. This evidence may 
include an authenticated list of public school districts using the textbook from the publisher. 
 
Workbooks 
 
 The term "workbook" refers to the type of book that provides spaces to write in and is 
consumed each year. It is usually paper-covered and designed to be used in connection with a 
textbook. The Board must approve the expenditure of funds for the purchase of workbooks and 
manuals. 
 
Calculators 
 
 The District can require students to provide their own "supplies" such as pencils, pens, paper, 
etc. Calculators do not fall into this category and must be considered like classroom teaching 
materials for which the District is authorized to levy a tax. In addition, the District may purchase, 
and must still provide, calculators even if operating under a contingent budget if the calculators 
are required for participation in an educational program. The New York State Education 
Department requires the use of calculators for intermediate and high school level mathematics and 
science assessments. Students will not be charged for a calculator or otherwise required to purchase 
one in order to participate in an educational program of the District.  
 

Continued 
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SUBJECT: INSTRUCTIONAL MATERIALS  
 
Instructional Computer Hardware 
 
Loan to Students Attending Nonpublic Schools in the District  
 
 In accordance with applicable law and regulations, the District will loan instructional 
computer hardware, upon request of an individual or a group of individual students, to all 
students legally attending nonpublic elementary or secondary schools located in the District., 
.instructional computer hardware in accordance with applicable law and regulations.  
 
 Instructional computer hardware will be loaned free of charge, subject to rules and 
regulations as are or may be prescribed by the Board of Regents and school authorities, and will 
be required for use as a learning aid in a particular class or program. Instructional computer 
hardware containing computer software programs which are religious in nature or content will 
not be purchased or loaned by the District. 
 
 The District is not required to loan instructional computer hardware to nonpublic school 
students in excess of that acquired in accordance with Education Law Section 753 and will be 
loaned on an equitable basis to children attending nonpublic schools in the District and to 
students with disabilities residing in the District who attend approved programs. However, the 
District will not be required to loan instructional computer hardware purchased with local or 
federal funds or with state funds, other than Instructional Computer Hardware Aid funds. 
 
 School authorities will specify a date by which written requests for the purchase and loan 
of instructional computer hardware must be received by the District. This date will not be earlier 
than the first day of June of the school year prior to that for which instructional computer 
hardware is being requested. For a child not attending a nonpublic school prior to June first, the 
parent or guardian may submit a written request for instructional computer hardware within 30 
days after the child is enrolled in the nonpublic school. In no event, however, will a request made 
later than the times otherwise provided in accordance with Education Law Section 754 be denied 
where a reasonable explanation is given for the delay in making the request. All nonpublic 
schools in the District will be notified of the specified date. 
 
 The form of request used by a lending District may provide for a guarantee by a parent or 
guardian for the return of the hardware or, in the case of loss or damage, for payment of its value.  
 

20 USC § 1474(e)(3)(B) 
Education Law §§ 2(12), 701 et seq., 753, 754, 3602(6), 3602(26), 4401(2)(c), 4401(2)(e), 4401(2)(g), 

  4401(2)(i) and 4401(2)(l) 
8 NYCRR §§ 21.3, 100.12, and 175.25 

NOTE: Refer also to Policy #5410 - Purchasing 
 
Adoption Date: 12/19/201706/16/2020  
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SUBJECT: USE OF COPYRIGHTED MATERIALS 
 

It is the intent of the Board to abide by the provisions of the United States Copyright Law 
(Title 17 United States Code Section 101 et seq.).   
 

All employees and students are prohibited from copying materials not specifically allowed 
by the copyright law, fair use guidelines, licenses or contractual agreements, or the permission of 
the copyright proprietor.   
 

Any person who willfully disregards the copyright policy shall be in violation of Federal 
Copyright Laws and District policy and shall assume all liability.   
 

A copyright officer may be appointed by the Superintendent to provide information for all 
personnel regarding current copyright law and to maintain copyright records.  The copyright 
officer will also serve as the designated agent registered with the U.S. Copyright Office to 
expeditiously respond to any notices of claimed copyright infringement. 
 

Regulations and procedures shall be developed by the administration detailing what can 
and cannot be copied. Appropriate copyright notices will be placed on or near all equipment used 
for duplication.   
 
 
 

Digital Millennium Copyright Act (DMCA) 
17 United States Code (USC) Sections 101 et seq., 512 and 1201 et seq. 

 
 
 
 
 
 
 
 
 
 
Adoption Date: 12/19/201706/16/2020 
    07/18/2006 
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SUBJECT: RELIGIOUS EXPRESSION IN THE INSTRUCTIONAL PROGRAM 
 
 The Board acknowledges the importance of religion to the understanding of society and the 
richness of the human experience.  In approaching the teaching about religion in the school, the 
District will be guided by three concepts when making decisions about the appropriateness of 
activities for inclusion in the school program:  the activity should have a secular purpose; the 
activity should neither advance nor inhibit religion; and the activity must not foster an excessive 
entanglement of "government" with religion. 
 
 Nurturing the development of knowledge and respect for the rights of all cultural and 
religious groups is a continuing goal of the District.  Students, faculty and administration are 
reminded of the pluralism of religious beliefs and are urged to be conscious of and respect the 
sensitivity of others. 
 
 Opportunities to learn about cultural and religious traditions should be provided within the 
framework of the curriculum.  Information about religious and cultural holidays and traditions 
focusing on how and when they are celebrated, their origins and histories should be part of this 
instruction.  This educational opportunity should be handled with great care, sensitivity and respect 
for the feelings and beliefs of individuals. 
 
 An environment should be created and encouraged where students of various ethnic 
backgrounds feel comfortable in sharing comments about their religious and cultural traditions.  
No student should be singled out to share or participate in such discussions solely on the basis of 
that student's identification with the cultural/religious heritage being addressed.  A student's 
preference not to share or participate in such discussions should be honored and respected without 
penalty. 
 
School Activities Related to Religious Holidays or Themes 
 
 School activities related to the teaching about religious holidays or themes must be consistent 
with, representative of, and congruent with the District's curriculum. 
 
 In planning school activities related to the teaching about religious holidays or themes, 
special effort must be made to ensure that the activity is not devotional and that students of all 
faiths can join without feeling they are betraying their own beliefs. 
 
 In planning school activities related to the teaching about religious holidays or themes, age 
appropriate activities are encouraged within the framework of the curriculum.  Teaching about 
religious and cultural holidays may include such special activities as parties and special foods, if 
they reinforce educational goals. 
 
Symbols in the Schools 
 
 The purpose of using religious symbols should be to teach about religious concepts and 
traditions, and to convey historical or cultural content, not to promote or celebrate religious 
concepts, events or holidays. 
 
    Continued 
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SUBJECT: RELIGIOUS EXPRESSION IN THE INSTRUCTIONAL PROGRAM  
 
Music in the Schools 
 
 The purpose of using religious music should be to teach musical concepts, to convey 
historical and cultural content, or to create aesthetic experiences in a setting which emphasizes 
artistic expression and educational value, not to promote or to celebrate a religious faith. 
 
District Calendar 
 

In developing the school calendar, every effort will be made to take into account the principal 
days of religious obligation.  When a religious holiday has been omitted from the school calendar, 
students affected will be legally excused. 
  
 The days on which members of a religious group may be absent to observe a religious holiday 
(legal absence) will be noted on the school planning calendar and the District calendar distributed 
to parents/guardians.  Out of respect for a student's observance of these holidays, teachers will be 
sensitive to the needs of the student by allowing them to make up all class work, homework, and 
tests without penalty.  Parents/guardians are encouraged to notify the school prior to the absence 
in order to assist the staff in instructional planning and in meeting the needs of the student. 
 
Curriculum Areas In Conflict With Religious Beliefs 
 
 Students shall be given the option to be excused from participating in those parts of an 
activity, program, or area of instruction involving a religious theme which conflicts with their own 
religious beliefs or that of their parents/guardians in accordance with applicable law and 
regulations.  Alternatives may be provided that are of comparable instructional value.  
 
Implementation 
 
 Administrative regulations will be developed to implement the terms of this policy.  Further, 
the District shall vigorously publicize and disseminate this policy and accompanying regulations 
in order to ensure community, faculty, student, and parental/guardian awareness. 
 

 
United States Constitution, First Amendment 

Equal Access Act, 20 United States Code (U.S.C.) Sections 4071-4074 
    Section 9524 of the Elementary and Secondary   

  Education Act as amended by the No Child Left Behind Act of 2001 
Education Law Sections 1609(9) and (10), 1709(1) and (3), 3204(5) and 3210 

8 New York Code of Rules and Regulations (NYCRR) Sections 16.2 and 109.2  
 
 
NOTE: Refer also to Policies #8310 – Purchase of Instructional Materials 
 
Adoption Date: 12/19/201706/16/2020  
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SUBJECT: ANIMALS IN THE SCHOOL (INSTRUCTIONAL PURPOSES) 
 
 Observation and experimentation with living organisms and animals gives students unique 
perspectives of life processes. Animals and animal materials should be used respectfully and for 
the purpose of meeting course objectives. 
 
 The Board, in recognizing the educational uses of animals in the classroom, requires that 
permission be obtained from the Building Principal before animals are brought into the school or 
classrooms. It is the Principal's responsibility to ensure that there is an appropriate educational 
purpose if any animal is housed in a classroom. The principal shall also ensure that notice is 
provided to parents when an animal is brought into or housed in a classroom.  The notice shall 
specify the type of animal and the time that it is expected to be present in the classroom.  The 
notice shall also advise parents to contact the school if their child has any allergies or other health 
conditions that may be affected by the animal’s presence.  Animals are not to be transported on 
school buses with the exception of animals certified to assist persons with disabilities. 
 
Study and Care of Live Animals 
  It shall be the responsibility of the Principal or his/her designee to develop a plan of 
care for those animals housed in school in the event of an emergency school closing or in the event 
the animals remain in the classroom on days when school is not in session. 
 
Dissection of Animals 
 Any student expressing a moral or religious objection to the performance or witnessing of 
the dissection of an animal, either wholly or in part, shall be provided the opportunity to undertake 
and complete an alternative project approved by the student's teacher; provided, however, that such 
objection is substantiated in writing by the student's parent or legal guardian. An alternate activity 
clearly related to and of comparable rigor will be assigned in lieu of laboratory dissection. Some 
examples of alternate activities include the use of computer simulations or research. Students who 
perform alternative projects shall not be penalized. 
 
  
Instruction in the Humane Treatment of Animals 
 Students in elementary school must receive instruction in the humane treatment and 
protection of animals and the importance of the part they play in the economy of nature as well as 
the necessity of controlling the proliferation of animals that are subsequently abandoned and 
caused to suffer extreme cruelty. Such instruction shall be for a period of time as specified by the 
Board of Regents and may be joined with work in literature, reading, language, nature study, or 
ethnology. 
  
 

    Americans with Disabilities Act, 42 United States  
      Code (USC) Section 12101 et. seq. 

    Education Law Section 809 
8 New York Code of Rules and Regulations (NYCRR) Section 100.2(c)(8) 

     
 
Adopted: 12/19/2017 06/16/2020 
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